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Problem in Code!

Any problem in 
this code?



Built into Eclipse



Another Problem Code!

Any problem in 
this code?



IDE Catches Some!



Source Code Optimization

• How to optimize this?

• Simply,

if (x != 5) x = 5;

x = 5;

http://icps.u-strasbg.fr/~bastoul/local_copies/lee.html



Constant Folding and Propagation

int a = 30;
int b = 9 - (a / 5);
int c;

c = b * 4;
if (c > 10) {

c = c - 10;
}
return c * (60 / a);

return 4;

int a = 30;
int b = 3;
int c;

c = b * 4;
if (c > 10) {

c = c - 10;
}
return c * 2;

int a = 30;
int b = 3;
int c;

c = 12;
if (true) {

c = 2;
}
return c * 2;

int c;
c = 12;
c = 2;
return c * 2;



Program Analysis

ResultsPrograms

Automation

Data Structures 
/ Intermediate 
Representation

Analysis

Automation

Goal



Why Study Program 
Analysis?



Everyone is in a hurry…



Software Reliability: An Issue

For more, visit http://www.cs.tau.ac.il/~nachumd/horror.html

1999

1998



Mars Orbiter Crash

• Primary Cause: Results reported in wrong units

• ”Various officials at NASA have stated that NASA 
itself was at fault for failing to make the 
appropriate checks and tests that would have 
caught the discrepancy.”

https://spectrum.ieee.org/aerospace/robotic-exploration/why-the-mars-
probe-went-off-course 



Security Breaches



Microsoft Research



MathWorks



Oracle Labs



IBM IRL



More…



Graphs in Program 
Analysis
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/ Intermediate 
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Reaching Definitions (RD) Analysis

y = x;
z = 1;
while (y > 0) {

z = z * y;
y = y – 1;

}
y = 0

The assignment [x := a]l reaches l’ if there is an execution 
where x was last assigned at l. Does [z := 1]2 reach 5?



Data Flow Analysis
The Classic Four!

Reference: Principles of Program Analysis, by Nielson, Nielson and Hankin.



WHILE Language

• Simple Imperative Language

• S refers to Statements, a is an Arithmetic 
Expression and b is a Boolean Expression



Labeled Programs and Control 
Flow

Example taken from Principles of Program Analysis, Nielson et al. 



Reaching Definitions (RD) Analysis

• The assignment [x := a]l reaches l’ if there is an 
execution where x was last assigned at l.

Does [z := 1]2 reach 5?

[y = x]1;
[z = 1]2;
while [(y > 0)]3 {

[z = z * y]4;
[y = y – 1]5;

}
[y = 0]6



RD Analysis

l RDentry(l) RDexit(l)

1 (x,?),(y,?),(z,?) (x,?),(y,1),(z,?)

2

3

4

5

6

Labeled 

Input Program

[y = x]1;
[z = 1]2;
while [(y > 0)]3 {

[z = z * y]4;
[y = y – 1]5;

}
[y = 0]6



RD Analysis

l RDentry(l) RDexit(l)

1 (x,?),(y,?),(z,?) (x,?),(y,1),(z,?)

2 (x,?),(y,1),(z,?) (x,?),(y,1),(z,2)

3

4

5

6

Labeled 

Input Program

[y = x]1;
[z = 1]2;
while [(y > 0)]3 {

[z = z * y]4;
[y = y – 1]5;

}
[y = 0]6



RD Analysis

l RDentry(l) RDexit(l)

1 (x,?),(y,?),(z,?) (x,?),(y,1),(z,?)

2 (x,?),(y,1),(z,?) (x,?),(y,1),(z,2)

3 (x,?),(y,1),(z,2)

(z,4),(y,5)

(x,?),(y,1),(z,2),(z,4)

,(y,5)

4

5

6

Labeled 

Input Program

[y = x]1;
[z = 1]2;
while [(y > 0)]3 {

[z = z * y]4;
[y = y – 1]5;

}
[y = 0]6



RD Analysis

l RDentry(l) RDexit(l)

1 (x,?),(y,?),(z,?) (x,?),(y,1),(z,?)

2 (x,?),(y,1),(z,?) (x,?),(y,1),(z,2)

3 (x,?),(y,1),(z,2)(z,4),(y,5) (x,?),(y,1),(z,2),(z,4),(y,5)

4 (x,?),(y,1),(z,2)(z,4),(y,5) (x,?),(y,1),(z,4),(y,5)

5 (x,?),(y,1),(z,4),(y,5) (x,?),(y,5),(z,4)

6 (x,?),(y,1),(z,2),(z,4),(y,5) (x,?),(y,6),(z,2),(z,4)

Labeled 

Input Program

[y = x]1;
[z = 1]2;
while [(y > 0)]3 {

[z = z * y]4;
[y = y – 1]5;

}
[y = 0]6



How to Automate?

• We write a system of equations

RDexit(1) = (RDentry(1) \ { (y,l) | l ϵ Lab} ) U { (y,1) } 
RDexit(2) = (RDentry(2) \ { (z,l) | l ϵ Lab} ) U { (z,2) }

RDexit(3) = RDentry(3)
RDexit(4) = (RDentry(4) \ { (z,l) | l ϵ Lab} ) U { (z,4) }
RDexit(5) = (RDentry(5) \ { (y,l) | l ϵ Lab} ) U { (y,5) } 
RDexit(6) = (RDentry(6) \ { (y,l) | l ϵ Lab} ) U { (y,6) } 

where Lab = {1,2,3,4,5,6}



System of Equations…

• Similarly, specify RDentry(l) for each line.

RDentry(2) = RDexit(1)
RDentry(3) = RDexit(2) U RDexit(5)
RDentry(4) = RDexit(3)
RDentry(5) = RDexit(4)
RDentry(6) = RDexit(3)

RDentry(1) = {(x,?),(y,?),(z,?)}



System of Equations…

• 12 Equations with 11 unknowns

• We have a 12-Tuple, 𝑅𝐷 =  RDentry(1),… ,RDexit(6)

• 𝑅𝐷 = F(RD)

Find the least solution



A Simple Iterative Algorithm

𝑅𝐷 = (∅,…. ∅)

j = 0;

while 𝑅𝐷 ≠ F(RD1, · · · , RD12)

do 𝑅𝐷 := F(RD1, · · · , RD12)



l RDentry(l) RDexit(l)

1 {(x,?),(y,?),(z,?)} ∅

2 ∅ ∅

3 ∅ ∅

4 ∅ ∅

5 ∅ ∅

6 ∅ ∅

Simple Iteration

l RDentry(l) RDexit(l)

1 ∅ ∅

2 ∅ ∅

3 ∅ ∅

4 ∅ ∅

5 ∅ ∅

6 ∅ ∅

F(RD)



F(RD)

RDentry(1) = {(x,?),(y,?),(z,?)}
RDentry(2) = RDexit(1)
RDentry(3) = RDexit(2) U RDexit(5)
RDentry(4) = RDexit(3)
RDentry(5) = RDexit(4)
RDentry(6) = RDexit(3)

RDexit(1) = (RDentry(1) \ { (y,l) | l ϵ Lab} ) U { (y,1) } 
RDexit(2) = (RDentry(2) \ { (z,l) | l ϵ Lab} ) U { (z,2) }
RDexit(3) = RDentry(3)
RDexit(4) = (RDentry(4) \ { (z,l) | l ϵ Lab} ) U { (z,4) }
RDexit(5) = (RDentry(5) \ { (y,l) | l ϵ Lab} ) U { (y,5) } 
RDexit(6) = (RDentry(6) \ { (y,l) | l ϵ Lab} ) U { (y,6) } 



Reaches a Fixed Point

F(RD)

l RDentry(l) RDexit(l)

1 (x,?),(y,?),(z,?) (x,?),(y,1),(z,?)

2 (x,?),(y,1),(z,?) (x,?),(y,1),(z,2)

3 (x,?),(y,1),(z,2)(z,4),(y,5) (x,?),(y,1),(z,2),(z,4),(y,5)

4 (x,?),(y,1),(z,2)(z,4),(y,5) (x,?),(y,1),(z,4),(y,5)

5 (x,?),(y,1),(z,4),(y,5) (x,?),(y,5),(z,4)

6 (x,?),(y,1),(z,2),(z,4),(y,5) (x,?),(y,6),(z,2),(z,4)



The Question

• Does the definition of z in line 2 reach line 5?

Answer: No!
Since, RDentry(5) = (x,?),(y,1),(z,4),(y,5)

There is no (z,2) in it.



The Setup: Some Preliminaries

• The initial label of a statement.

init: Stmt -> Lab

init([x:=a]l) = l

init([S1;S2]
l) = init(S1)

init([skip]l)  = l

init(if  [b]l then S1 else S2) = l

init(while [b]l do S) = l



Setup

• Final Labels

final: Stmt -> P(Lab)

final([x:=a]l) = {l}

final([S1;S2]
l) = final(S2)

final([skip]l)  = {l}

final(if  [b]l then S1 else S2) = final(S1) U final(S2)
final(while [b]l do S) = {l}



Setup

• We use Blocks to refer to set of statements

blocks: Stmt -> P(Blocks)

blocks([x:=a]l) = {[x:=a]l}

blocks([S1;S2]
l) = blocks(S1) U blocks(S2) 

blocks([skip]l)  = {[skip]l}

blocks(if [b]l then S1 else S2) = {[b]l } U blocks(S1) U 

blocks(S2)
blocks(while [b]l do S) = {[b]l } U blocks(S) 



Setup

• We refer to a statement with a label

labels: Stmt -> P(Lab)

labels(S) = { l | [B]l ϵ blocks(S) }

init(S) ϵ labels(S)

final(S) ⊆ labels(S)



Setup

• The edges of our flow graphs are captured using a 
flow function.

flow denotes forward flow here.

flow: Stmt -> P(Lab x Lab)

flow([x:=a]l) = ∅

flow(S1;S2) = flow(S1) U flow(S2) U {(l, init(S2)) | l ϵ final(S1)}

flow([skip]l)  = ∅
flow(if [b]l then S1 else S2) = 

flow(S1) U flow(S2) U {(l, init(S1)), (l, init(S2))}

flow(while [b]l do S) = flow(S) U {(l, init(S))} U {(l’, l)| l’ ϵ final(S)}



Example

• Program power is given below:

[z:=1]1; while [x>0]2 do ([z:=z*y]3; [x:=x-1]4)

What are init(power), final(power), labels(power) and 
flow(power)?



Example

• Program power is given below:

[z:=1]1; while [x>0]2 do ([z:=z*y]3; [x:=x-1]4)

What are init(power), final(power), labels(power) and 
flow(power)?

init(power) = 1

final(power)={2}

labels(power) = {1,2,3,4}

flow(power)= {(1,2),(2,3),(3,4),(4,2)}



Label Consistency Assumption

• All blocks are uniquely labeled.

[B1]l, [B2]l ∈ blocks(S) ➔ B1 = B2



Generalizing Data Flow 
Equations



Recall, RD Equations Were…

RDentry(1) = {(x,?),(y,?),(z,?)}
RDentry(2) = RDexit(1)
RDentry(3) = RDexit(2) U RDexit(5)
RDentry(4) = RDexit(3)
RDentry(5) = RDexit(4)
RDentry(6) = RDexit(3)

RDexit(1) = (RDentry(1) \ { (y,l) | l ϵ Lab} ) U { (y,1) } 
RDexit(2) = (RDentry(2) \ { (z,l) | l ϵ Lab} ) U { (z,2) }

RDexit(3) = RDentry(3)
RDexit(4) = (RDentry(4) \ { (z,l) | l ϵ Lab} ) U { (z,4) }
RDexit(5) = (RDentry(5) \ { (y,l) | l ϵ Lab} ) U { (y,5) } 
RDexit(6) = (RDentry(6) \ { (y,l) | l ϵ Lab} ) U { (y,6) } 



Generalizing the Entry and Exit

{ (x,?) | x ∈ Var* }                     if l = init(S*)
U {RDexit(l’) | (l’, l) ∈ flow(S*)}  otherwise

RDentry(l) = 

RDexit(l)  = (RDentry(l) \ killRD(Bl)) U genRD(Bl)

where Bl ∈ blocks(S*)

Least Solution 
Desired

Forward AnalysisMay Analysis



The kill and gen Functions

killRD([x:=a]l)= {(x,?)} U {(x, l’) | Bl’ is an assignment to x in S*}

killRD([skip]l)= ∅
killRD([b]l)= ∅

genRD([x:=a]l)= {(x, l)}

genRD([skip]l)= ∅
genRD([b]l)= ∅



The Kill and gen Sets

l killRD(l) genRD(l)

1 {(x,?),(x,1),(x,5)} {(x,1)}

2 {(y,?),(y,2),(y,4)} {(y,2)}

3 ∅ ∅

4 {(y,?),(y,2),(y,4)} {(y,4)}

5 {(x,?),(x,1),(x,5)} {(x,5)}

Let us now write the flow equations and 
solve them to find the reaching definitions.

Labeled 

Input Program

[x = 5]1;
[y = 1]2;
while [(x > 1)]3 {

[y = x * y]4;
[x = x – 1]5;

}



Flow Equations

RDentry(1) = {(x,?),(y,?)}

RDentry(2) = RDexit(1)

RDentry(3) = RDexit(2) U RDexit(5)

RDentry(4) = RDexit(3)

RDentry(5) = RDexit(4)

RDexit(1) = (RDentry(1) \ {(x,?),(x,1),(x,5)}) U { (x,1) } 

RDexit(2) = (RDentry(2) \ {(y,?),(y,2),(y,4)}) U { (y,2) }

RDexit(3) = RDentry(3)

RDexit(4) = (RDentry(4) \ {(y,?),(y,2),(y,4)}) U { (y,4) }

RDexit(5) = (RDentry(5) \ {(x,?),(x,1),(x,5)}) U { (x,5) } 



Summary Data Flow Analysis

Input Program

Analysis Result



Live Variable Analysis

• A variable is live if there is a path from the label to 
a use of the variable that does not re-define the 
variable.

x = 2;
y = 4;
x = 1;
if (y > x) {

z = y;
} else {

z = y * y;
}
x = z;

(x,1) is not live at exit.
Useful in Dead code Elimination 
and register allocation



Summary
Data Flow Analysis

Input Program

Analysis Result

May Analysis

Backward Analysis



Available Expressions
Data Flow Analysis

Input Program

Analysis Result

Must Analysis

Forward Analysis



Very Busy Expressions
Data Flow Analysis

Input Program

Analysis Result

Must Analysis

Backward Analysis



Dynamic Analysis

Run

Program
1

2

3
Instrument

Analyze the 
results



Example: Path Profiling

• Count the paths taken during actual execution
• consider them for optimization, distribution (with better 

hardware support) and test coverage

1 2

3 4

5 6

Path Frequency

1 2 3 5 100

1 2 4 6 4 5 2000

1 2 4 6 4 6 4 5 10

1 2 4 5 10



Another Example

Example taken from Symbolic Execution for Software Testing: Three Decades Later, Cadar and 
Sen.

z = 2*y ;

if  (z == x)

{

if  (x > y+10)

ERROR;

}

Execution Tree

(x0 = 2y0) ^ (x0 >  y0 + 10)

A Path Constraint

Symbolic 
variables



Symbolic Execution

Path1

Path2
Path3

where
C1: x = 2y
C2: x > (y+10)

Path constraints for full path 
coverage

Path1: !C1,             
Path2: C1 && C2, 
Path3: C1 && !C2 

Path 
Constraint

x0 = 2y0

Constraint 
Solver

{x = 2, y = 1}



Symbolic Execution

Path Constraints Constraint Solver 
Output

Path1: !C1 {x = 22, y = 7}

Path2: C1 && C2 {x = 2, y = 1}

Path3: C1 && !C2 {x = 30, y = 15}

Has applications in Automated Test Generation



Hybrid Analysis

• Often, we hit limitations with pure static or 
dynamic analysis.

• Hybrid = Static + Dynamic



Disadvantages of Symbolic 
Execution
• Constraints should be simple enough that a 

constraint solver is able to (efficiently) solve them.
• E.g., (2^x) % large_prime == 13

• In the case of loops or recursion, we may need to 
put bounds on the number of iterations.

• Several custom functions may be uninterpreted. 



Concolic Execution

• Concolic = Concrete + Symbolic

• Maintains both symbolic states as well as concrete 
states.

y= passwordHash(x);

if  (z == x)

{

…

} else {

ERROR;

}

Constraint solver cannot 
execute the uninterpreted 
function passwordHash(x)



Concolic Execution

hash = passHash(pass);

if  (x == hash)

{

…PATH1…

} else {

…PATH2…

}

Input Concrete 
Execution

{pass = a, x = 1} Execute 
passHash(“a”).
Let it be 
4000900977878888
Leads to PATH2.

{pass = a, x = 
4000900977878888}

Leads to PATH1.



Concolic Execution

• Perform Symbolic Execution dynamically 

• Run the program on concrete inputs.
• One way is to start with random input values.

• Maintain a concrete state and a symbolic state

Hybrid Analysis



Research Trends

• Partial Program Analysis

• Scalable Program Analysis

• Language Independence



Summary

Static Analysis

Dynamic Analysis


